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Introduction

This guide includes students’ responses to questions from the June 2022 International
GCSE paper 9210/2.

Assessment Objectives

The exams will measure how students have achieved the following assessment objectives:

¢ AO1: Demonstrate knowledge and understanding of the key concepts and principles of
computer science.

o AO2: Apply knowledge and understanding of key concepts and principles of computer
science.

¢ AO3: Analyse problems in computational terms in order to develop and test programmed
solutions and demonstrate an understanding of programming concepts.
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Example responses

Question number 1

Question number 1 was an AO2 skills-based question about various aspects of number
systems.

Question number part 1.1

n Figure 1 shows the contents of a byte of memory in binary.

Figure 1

110,011 ]0]0]1

. Convert the contents of the byte in Figure 1 to hexadecimal.

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
01 1 C9 1
AO2=1
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Response A
Figure 1 shows the contents of a byte of memory in binary.
Figure 1
Y o ¢g 4 r |
1({1|0|0}1]06]|0]1
12 a

c

E Convert the contents of the byte in Figure 1 to hexadecimal.
[1 mark]

{100 loo| = =4 (;,0\
e

Commentary
This response received 1 mark. The student has converted directly from binary to

hexadecimal using groups of 4 bits, which is the simplest way to tackle this type of
conversion.

Response B

Figure 1 shows the contents of a byte of memory in binary.

Figure 1

1j1j]0|0|1(0]0O]1

@IH_T] Convert the contents of the byte in Figure 1 to hexadecimal.

T K oo (el

et

R

[1 mark]

Commentary

This response received 0 marks. The student has converted to B9 instead of C9, equating
the decimal value 12 with B instead of C. It can be helpful for students to write out all of the
decimal/letter conversions eg 10=A, 11=B etc at the side of the question to reduce the
likelihood of making this type of error.
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Question number part 1.2

@ How many different hexadecimal numbers can be represented using one byte?

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
01 2 256 // 2% 1
AO2=1
Response A

i = = o= oo S S
! El How many different hexadecimal numbers can be represented using one byte?

[1 mark]
25b _
Commentary
This response received 1 mark. It is correct.
Response B
i byte?
exadecimal numbers can be represented using OEE_VE[ Ap—

LEJLJE’-__] How many different h

o oF M6 B0 00—

Commentary

This response received 0 marks. The student has given the highest value that can be
represented in one byte instead of the number of different hexadecimal numbers that can be
represented in one byte. Their crossings out indicate that they were uncertain about this, and
it is a common mistake to give the highest value instead of the number of values. As O is a
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valid value, the number of values that can be represented is always one higher than the
highest value.
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INTERNATIONAL GCSE COMPUTER SCIENCE (9210)
EXAMPLE RESPONSES (9210/2)

Question number part 1.3

E How many different decimal numbers can be represented using one byte?

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
01 3 256 // 2% 1
AO2=1
Response A
EE]. [__:ﬂ How many different decimal numbers can be represented using one byte?
[1 mark]
256 humbors . L—
(o -zn}

Commentary

This response received 1 mark. It is correct. The student has also stated the range, which
was not asked for and did not affect the awarding of the mark.

Response B

Fﬂ_{ 1 ]E] How many different decimal numbers can be represented using one byte?
[1 mark]

g%\ V% 1V T 11 2 L

Commentary

This response received 0 marks. The student looks to have some idea of what they needed
to do but has made a conversion error.

oxfordaga.com
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Question number part 1.4

II' Represent the decimal number 88 in binary using one byte.

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
01 4 01011000; 1
R. if answer does not use one byte
AO2=1
Response A
E| Represent the decimal number 88 in binary using one byte.
- [1 mark]

13%1 0011900

L[> 0
1

l T

3 49

Commentary

v

This response received 1 mark. The student showed their working, which is not necessary
for one-mark questions, but it is a good idea to show working if a question is worth more
than one mark.

Response B

[EI_T_”E Represent the decimal number 88 in binary using one byte.

oxfordaga.com
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Commentary

This response received 0 marks. The student converted the decimal number to binary but
gave their response in 7 bits. If a question states that the answer must use 8 bits or one byte
then marks will not be awarded for responses that do not use 8 bits.

oxfordaga.com

Copyright © 2024 Oxford International AQA Examinations and its licensors. All rights reserved. 10



INTERNATIONAL GCSE COMPUTER SCIENCE (9210)
EXAMPLE RESPONSES (9210/2)

Question number 2

Question number 2 tested various aspects of understanding about how images are
represented. The first two question parts required students to show AO1 knowledge and
understanding of the topic and the last two question parts covered the application of AO2
skills to this area.

Question number part 2.1

Bitmaps are one way of representing images in a computer's memory.
A bitmapped image consists of pixels.

. Explain what a pixel is.

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
02 1 A single dot of colour A. A square/block/unit of colour 1
/
The smallest part of an image NE. Part of an image AO1=1
i
A single point in a graphical image;
Response A
Bitmaps are one way of representing images in a computer's memory.
A bitmapped image consists of pixels.
[j Explain what a pixel is.
[1 mark]
e i3 _a_squo.m__'ﬂ_\e.*_ has & colour value,

Commentary

This response received 1 mark. It would be better to explain that a pixel is the smallest part
of an image, that cannot be subdivided any further, as a square in an image could cover
multiple pixels, but the concept that a pixel is a square of colour was considered markworthy

oxfordaga.com
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at GCSE level as this is how most students will see a pixel when, for example, enlarging an
image.

Response B

Bitmaps are one way of representing images in a computer's memory.
A bitmapped image consists of pixels.

E Explain what a pixel is.

Pixels aie ting vttle, biks that webe wp o pickie of an i"_“.?,%:-_

Commentary

This response received 0 marks. “Tiny little bits” was considered too vague, it did not
convey the concept that a pixel was a single dot of colour or that a pixel was indivisible.

oxfordaga.com
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Question number part 2.2

IZl Increasing the colour depth of a bitmapped image means that more colours can be

represented.

State one disadvantage of increasing the colour depth.

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
02 2 Larger file size NE. larger/bigger if could apply to image | 1
dimensions
1 AO1=1
Will use more storage (space)/memory
1
Take longer to download/transmit;
Response A

[o]2][2]

Commentary

Increasing the colour depth of a bitmapped image means that more colours can be

represented.

State one disadvantage of increasing the colour depth.

[1 mark]

_ﬁa—ﬂad_aum@i{zﬂn%_ﬁ? Strre /7.

This response received 1 mark. it closely matched the wording of oen of the mark scheme

responses.
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Response B

E@.m Increasing the colour depth of a bitmapped image means that more zolours can be
represented.

State one disadvantage of increasing the colour depth.
[1 mark]

feqpies pofe of 4@ then  noral,

Commentary

This response received 0 marks. Whilst “more space” was referenced, it was thought to be
too vague as the student did not make clear that they meant storage space and the phrase
“than normal” further confused the response as it was not clear what “normal” meant.

oxfordaga.com
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Question number part 2.3

E How many colours can be represented if a bitmapped image has a colour depth of

three?
[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
02 3 8 /] 23; 1
AO2=1
Response A

E How many colours can be represented if a bitmapped image has a colour depth of i

three? ;
[1 mark] |

8 i

Commentary

This response received 1 mark. Unless otherwise stated on the question paper, if a question
requires a calculation to be performed and is only worth one mark then it is not necessary to
show working.

oxfordaga.com
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Response B

|
@ How many colours can be represented if a bitmapped image has a colour depth of |
three? |

[1 mark] |
e :
»-| = T colowrs

Commentary

This response received 0 marks. The student has made one of the most common errors on
this type of question. They have calculated the highest number that can be represented in 3
bits instead of the number of different bit patterns that can be represented in 3 bits. It is
important to remember that the bit pattern that is all zeros can represent a colour. The
maximum number of colours that can be represented in n bits can be worked out by writing
out n 1s, converting this binary number to decimal and adding 1 to the result.

oxfordaga.com
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Question number part 2.4
El Table 1 shows five different bitmapped images.

Complete the second column of Table 1 by writing yes or no to indicate if the

bitmapped image in the first column could be represented by the bit pattern
01101111

[3 marks]
Table 1

Represented using bit

Image pattern? (Yes/No)

oxfordaga.com
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Mark scheme

Yes

No

Yes

= L.k

Yes

Mark as follows:

1 mark: Any three rows correct

2 marks: Any four rows correct

3 marks: All rows correct

A. Other symbaols that could indicate yes/no eq tick/cross

Question | Part | Marking guidance Total
marks
02 4 3
Image Represented using bit
g pattern? (Yes/No) A02=3

oxfordaga.com
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Response A
| [I] Table 1 shows five different bitmapped images.

Complete the second column of Table 1 by writing yes or no'to indicate if the

il

01101111
[3 marks]

Table 1

Represented using bit

image pattern? (Yes/No)

Yes

N

N?

Aja

Yeb

=i L.k

Commentary

This response received 1 mark for identifying three rows correctly (rows 1, 3 and 5). The
student did not recognise that the eight bits 01101111 could represent the four pixel image
in row 4 if the colour depth was 2 bits, which was a common mistake. More unusually, this
student did not recognise that the image in row 2 could be represented by the bit pattern.
This was unusual as the image in row 2 is the inverse of the image in row 1, which the
student did realise could be represented by the bit pattern.

oxfordaga.com
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Response B

|
m@ Table 1 shows five different bitmapped images.

Complete the second column of Table 1 by writing yes or no to indicate if the
bitmapped image in the first column could be represented by the bit pattern
01101111

[3 marks] |

Table 1

Represented using bit

image pattern? (Yes/No)

Vos

Yes
NV
Fes

Yes

w | L h

Commentary

This response received 3 marks. The student has correctly recognised that the bit pattern
could represent the image in row 4 if the colour depth is 2 bits.

oxfordaga.com
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Question number 3

Question number 3 tested a number of aspects of AO1 understanding about programming
languages and translation.

Question number part 3.3

. Explain the differences between low-level and high-level languages.
[4 marks]

oxfordaga.com
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Mark scheme

each side of the difference as one does not directly imply
the other. If both sides are stated then 2 marks should be

awarded.

For rows without a #: award 1 mark for the statement of
either side of the difference, but do not award 2 marks

for stating both sides.

HLL

LLL

# | HLL commands are
more powerful than LLL
commands // one HLL
command is equivalent
to many LLL commands

LLL commands are for
primitive operations (A.
examples eg ADD,
STORE)

# | In HLL keywords are
meaningful (A.
expressed in English)

In LLL keywords are
expressed in
mnemonics/short codes
(NE. binary)

# | HLL code always needs
to be translated (hefore
it can be executed)

LLL commands directly
map to commands the
processor can execute //
commands written in
machine code can he
executed directly by the
processor (A.
“understood” or “read” for
“executed” as BOD) //
machine code commands

Question | Part | Marking guidance Total
marks
03 3 The table below lists differences. 4
For rows marked with a #: 1 mark can be awarded for AQ1=4

oxfordaga.com
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do not need to be
translated (to be
executed) // machine
code can be executed
more quickly (as no
translation required)

HLL provides support
for subroutines

(Some) LLLs do not
support subroutines

HLL has built-in data
structures A. examples
eg list, array

LLLs do not provide data
structures

HLL has wide range of
built-in
functions/libraries

Built-in functions and
libraries not
provided/limited

HLL directly supports
iteration / loops

Writing code for a loop in
LLL more complex

HLL does not provide
direct access to
hardware NE. computer

LLL provides direct
access to hardware

HLL code is easier to
understand, debug,
read

LLL code is harder to
understand, debug, read

HLL facilitates faster
development of

LLL program development
is slow

programs

Response A

03 ]E Explain the differences between low-level and high-level languages.
[4 marks]

High Jevel languages are edsier tor  human
€ A e \ ou, levue\
language s cagier e compwiers A4S
Londecstand - Lows level langquages  caa \we
execuied  qucker  since o 5 already (n

@ \ongdage that the campuier Understand
o execlion & more efficient: However, high~
uel language \ers  USeC  use stucigced
B

\owy level laogquage does ot

vonapie s and kst

toneceas
uederstaed  trat- Hign level languaoes e like

p'ﬂff"'”OT\ also _ollan the  Usone of M
which mokes the code more oadwvenceo .

like _axtoyg

oxfordaga.com
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Commentary

This was a good response which received 3 marks. The student explained that high-level
languages are easer to understand and provide additional data structures like arrays and
programming structures like loops. The point about code in a low-level language being
understood by a computer and so quicker to execute was not markworthy and was a
common misunderstanding. Whilst machine code can be directly executed by a computer,
students need to be aware that assembly language is also a low-level language and this
must be translated before it can be executed. Therefore, it is not correct to say that
computers can “understand” low-level languages.

Response B

! E[ Explain the differences between low-level and high-level languages.
[4 marks]

Low LMM_AW D letters an mst

“)a'ﬁéﬂﬂévfmmu(m f |

Mﬁa_ﬂﬁmé_ to eXeute It

Commentary

This response received 2 marks. As with response A, the student has made some points
which are not markworthy because they are true of one type of low-level language but not all
types. In this case, the student has stated that low-level languages are represented using 3-
letters, which is often the case for mnemonics in assembly language but is not the case for
machine code. Marks were awarded for the correct statements that high-level languages are
easier to read and write and that a translator is needed to execute high-level language code.
The point that low-level languages can “control the computer directly” was not enough to
award a third mark for. It is true that low-level languages typically provide more direct control
over hardware, but all types of language allow for the computer to be controlled. The
insertion of the word “hardware” into the response would have allowed a third mark to be
awarded.

oxfordaga.com
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Question number 4

Question number 4 was an AO2 skills-based question in which students had to show how a
merge sort would be performed on some data in a list. The question was not well tackled,
with many students not attempting it or giving responses that were not markworthy.

Figure 2 shows how the list 87, 34, 2, 17, 63, 9, 30 has been broken down into
shorter lists as part of the merge sort process.

Complete Figure 2 to show how the one-item lists would be merged to produce the

sorted list.

/\/\

Figure 2
87 | 34| 2 17|63 9 | 30
87 34|2 17 63 QISD
17‘ ‘63

/ \

[3 marks]

30

oxfordaga.com
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Mark scheme

A. 30 shown again as a one-item list at this stage

1 mark: The first set of lists combined are [34, 87], [2,
17 and [9, 63].
A. 30 shown again as a one-item list at this stage

1 mark: The final two sets of lists combined are [2, 17,
34, 87] and [9, 30, 63] and the final list is the correct
sorted list [2, 9, 17, 30, 34, 63, 87].

Max 2 if any combinations or values are incorrect.

DPT if a student changes a value eg 34 to 31, as long
as it is clear that this is what has happened.

‘a? 34| 2 wlas g |30

34 ET g SDIEE‘

Question | Part | Marking guidance Total
marks
04 1 mark: Lists are combined firstly into three two-item 3
lists then into a four-item and a three-item list. Award
this mark even if the values combined are incomect. AD2=3

oxfordaga.com
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Response A

[014]  Figure 2 shows how the list 87, 34, 2, 17, 63, 9, 30 has been broken down into
shorter lists as part of the merge sort process.

Complete Figure 2 to show how the one-item lists would be merged 0 produce the

sorted list.
[3 marks]
Figure 2

67| 34 3 | 2 ifl_e-;_ 9 an}
{ i EE

]| [2]]

./ \ / \

? 2‘ 63| |9 ‘3u|

{7 tqw'lk'-i* ‘l‘ 6] 'f,u]
byl 27 |4 [20]G]
i }h [ ]
EPS ql30]63
1219 '3 3o 3ul63[37

Commentary

This response received 2 marks. These marks were for combining the lists correctly initially
and combining the lists correctly at the end. The third mark was not awarded as the student
has combined the lists one time too many in the second row of their response.
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Response B

(0] 4] Figure 2 shows how the list 87, 34, 2, 17, 63, 9, 30 has been broken down into
shorter lists as part of the merge sort process.

Complete Figure 2 to show how the one-item lists would be merged to produce the
sorted list.
[3 marks]

Figure 2

‘a?[34|2 1?[&3 9 su-l

219112 sa[;f 63 7?1

Commentary

This response received 3 marks. The student has not shown arrows going into the bottom
row, but the order in which the lists have been combined is clear so, so all three marks can
be awarded.

oxfordaga.com
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Question number 5

Question number 5 tested understanding of sampling sound and the skill of performing a
calculation relating to sound file size.

Question number part 5.1

. Explain why sound must be sampled before it can be stored and played back by a

computer.
[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
05 1 Sound is analogue / continuously variable; 1
Computers cannot process analogue / continuously AO1=1

variable data;

Computers can only represent / process data that is
discrete/digital/binary;

A. only discrete/digital/binary data can be represented /
processed

A. “0Os and 1s” for “binary”

A. “read” or “understand” for “represent”

NE. sound must be converted to digital/binary values

Max 1

Response A

| @E\m Explain why sound must be sampled before it can be stored and played back by a
computer.

[1 mark]

Because  sound is @ dnalogue  guantiry
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Commentary

This response received 1 mark. The student stated that sound is an analogue quantity.
Stating this or that computers can only process and store digital values was enough for a
mark to be awarded.

Response B

|I| Explain why sound must be sampled before it can be stored and played back by a
computer.

[1 mark]

Jﬁmﬁe_mput:;w__mm | 4nd g

Commentary

This response received 1 mark. It is weaker than response A, but “understand 1 and 0” was
just enough to convey that a computer stored data in binary, which is a digital number
system.
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Question number part 5.2

IZ' A recording has been made of a sound and stored in a file. The sample resolution
used was 16 bits and the sample rate was 10 000Hz. The file, which contains only
the samples of the sound, is 1 megabyte in size.

What is the length of the recording in seconds?

Show your working.
[3 marks]

Recording length (seconds)

oxfordaga.com
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Mark scheme

of:

¢ Converting the file size to bits: writing 1000 x 1000 x
8, 1000000 x 8 or 8000000 somewhere in the working
OR converting the file size to bytes: writing 1000 x
1000 or 1000000 somewhere in the working.

¢ Calculating how many bits used per second: writing
16 x 10000 or 160000 somewhere in the working OR
calculating how many bytes used per second: writing
2 x 10000 or 20000 somewhere in the working.

» Writing out an equation to equate to the file size in
bits: 16 x 10000 x number of seconds = 1000 x 1000 x
8 OR writing out an equation to equate to the file size
in bytes: 2 x 10000 x number of seconds = 1000 x
1000

+ Rearranging equation to calculate number of seconds
(using bits): number of seconds = 1000 x 1000 x 8 /
16 / 10000 OR rearranging equation to calculate
number of seconds (using bytes): number of seconds
= 1000 x 1000/ 2 /10000

Question | Part | Marking guidance Total
marks
05 2 3 marks for correct answer 50 3
If incorrect then award up to 2 method marks for each AO2=3

oxfordaga.com
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Response A

0 | 5 T_@ A recording has been made of a sound and stored in a file. The sample resolution
used was 16 bits and the sample rate was 10 000Hz. The file, which contains only
the samples of the sound, is 1 megabyte in size.

What is the length of the recording in seconds?

Show your working. 55, _QL,—CT—,——:,T#?—WW—, bl obe

RO [3 marks]
£ile i s smple cbox bl ok x oyl

& A,000,00 ik = 2k yvlopontax )

1,000 bos hﬁg e N T

S —_
-1:;}) Doo 4

20,000
B A1cc 0
Ej = >
- o SO0, ‘SEias dg N
Recording length (seconds) C:)GU

Commentary

This response received 2 marks. The student has given 500 for the final answer, which is
incorrect (it should be 50). They have made a mistake when cancelling 1,000,000 / 20,000
near to the end of their working. However, the student has shown their working which
contains sufficient evidence of the correct process being followed (1,000,000 and 20,000 in
the working) for two marks to be awarded. Students should always show working in case
they make arithmetic errors like this one.
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Response B

@ A recording has been made of a sound and stored in a file. The sample resolution
used was 16 bits and the sample rate was 10 000Hz. The file, which contains only
the samples of the sound, is 1 megabyte in size.

m
What is the length of the recording in seconds?

Show your working.

Recording length (seconds) ﬂvdb

Commentary

This response received 1 mark. Whilst the student has not got very close to the correct final
answer, they have multiplied together the sample rate and sample resolution so have
received one working mark.
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Question number 6

Question number 6 tested knowledge and understanding (AO1) of why secondary storage is
necessary and how optical discs store data.

Question number part 6.1

|I| Explain why computer systems need secondary storage.

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
06 1 To store programs/data/files while the computer/power is | 1
turned off;
A. For long-term storage AO1=1
A. To transfer files between computers
A. To install programs/software from // to distribute
software
NE. It is non-volatile
NE. Main memory / RAM loses its contents when
computer/power turned off
Response A
@ELT_] Explain why computer systems need secondary storage.
[1 mark]

To shot non-volahle dek

Commentary

This response received 0 marks. The student has stated that the data is non-volatile, which
is incorrect. Non-volatile is a term applied to storage devices, not data.
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Response B

. m Explain why computer systems need secondary storage. ; |
1 mark

_:ﬁ“uﬂ M 4 W_%HF_MJM_MM.
loge - -

Commentary

This response received 0 marks. The student has stated that secondary storage stores data
“that you don’t want to lose” but has not made it clear that the data will be retained when the
power is turned off, which was required for a mark to be awarded.
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Question number part 6.2

EI Explain how an optical disc, such as a DVD-ROM, represents data and how this can
be read from the disc.

[4 marks]
Mark scheme
Question | Part | Marking guidance Total
marks
06 2 How represented (Max 3): 4

Reflective/non-reflective areas represent 1/0 (A. 0/1) // AO1=4
transition between reflective and non-reflective areas
represents 1 and continuation represents O;

Reflective and non-reflective areas known as bumps/
lands and pits // 1/0 represented by bump/land and other
binary value represented by pit;

Data stored in one single track // a spiral track;

Discs can be double-sided // double-layered;
How read (Max 3):

Read/write head moves to correct position;
Laser shines at disc;
Light is reflected;

(Amount of) reflected light measured by sensor;
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Response A

‘ [0]e)[2]

Explain how an optical disc, such as a DVD-ROM, represents data and how this can

be read from the disc.
[4 marks] |

V. are smal ps an DID-RIM  and when [eht
N it shert il be aﬁhfmy_m ﬁ@m n@

A (] S e M ST B

Commentary

This response was very limited and received 1 mark. The mark was awarded for the idea
that the light was reflected. All of the other points lacked enough detail for marks to be
awarded. It was not clear that the light was a laser, and the concept of the light causing
different shadows in pits was too vague to be markworthy.

Response

Innla

B

rr mv nmy

Explain how an optical disc, such as a DVD-ROM, represents data and how this can

be read from the disc.
[4 marks]

et PVP-ROM il of g od
lund that eah of  thew  mpests
0 o |,

“The  lwer  ghwe  te  JU7-FOM
o ft wied

Tie [kt sor- demt  the  seflend

ny . _
" The  mfeed g et e ]

o meltn e /fmg :m/rr.\

Commentary

This response received 3 marks. These marks were awarded for the concepts that a laser
shines at the disc and then a sensor measures the amount of reflected light. Marks were not
awarded for the first bullet point as the incorrect technical term (dig) was used. Marks were
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also not awarded for the fourth bullet point as it was not clear how the reflection represented
a 0 or 1. Linking the Os and 1s to bumps/lands and pits would have allowed the award of a

fourth mark.
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Question number 7

Question number 7 was an AO2 skills-based question for which students had to complete a
trace table for an algorithm and identify the purpose of the algorithm. Whilst most students
achieved some marks for this question, relatively few achieved full marks.

Question number part 7.1

n Figure 3 shows an algorithm expressed using pseudocode.

The algorithm operates on an array called List. The current contents of the array
List are shown in Figure 4.

Figure 3

Result € 0
Num € USERINPUT
FOR Count € 0 TO LEN(List) - 1
IF Num > List[Count] THEN
Temp € Num - List[Count]
ELS
Temp € List[Count] - Num
ENDIF
IF Temp > Result THEN
Result € Temp

ENDIF
ENDFOR
Figure 4
Index [0] [1] [2]
Contents 4 9 6

. Complete the trace table below to show the execution of the algorithm in Figure 3 on
the array contents in Figure 4. Assume that the user enters the number 5

You may not need to write in all of the rows of the table.
[5 marks]

Result | Count Temp
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Mark scheme

Question

Part

Marking guidance

Total
marks

07

Result | Count

Temp

Mark as follows:

1 mark: 1% value in Result columnis 0

1 mark: Count setto O, then 1, then 2 and then does
not change

1 mark: 1% value in Temp columnis 1

1 mark: 2" value in Temp column is 4, 3" value in
Temp column is 1 and then does not get changed

1 mark: 2" value in Result columnis 1 and 3" value
in Result columnis 4 and then does not get changed
A. alternative values for 2" and 3" values if match 1%
and 2" values in Temp column

Max 4 if any incorrect values in table

AO2=5

Response A

E Complete the trace table below to show the execution of the algorithm in Figure 3 on
the array contents in Figure 4. Assume that the user enters the number 5

You may not need to write in all of the rows of the table.
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Commentary

This response received 4 marks. The first value in the Temp column is incorrect, preventing
the fifth mark being awarded. One of the values in the Result column is incorrect but the
mark was still awarded for this column as these values have been correctly copied from the
Temp column.

Response B

E] Complete the trace table below to show the execution of the algorithm in Figure 3 on
the array contents in Figure 4. Assume that the user enters the number 5

You may not need to write in all of the rows of the table.
[5 marks]

Result | Count | Temp
0 0 |

l 4 .

|

l
4
4

2
&

Commentary

This response received 5 marks. The values in the table are all correct. The 4 has been
repeated unnecessarily at the bottom of the Result column, but this does not make it
incorrect.
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Question number part 7.2

@ What is the purpose of the algorithm shown in Figure 37

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
07 2 Find the biggest difference between the number entered | 1
by the user and the numbers in the List;
A. 5 instead of number entered by user AO2=1
NE. find the highest value of Temp
Response A
Izl What is the purpose of the algorithm shown in Figure 37
[1 mark]

Commentary

This response received 1 mark. The first part of the response is incorrect, but in the second
part the student correctly stated that the algorithm would identify the biggest difference so
the mark was awarded.

Response B

[E_[EE] What is the purpose of the algorithm shown in Figure 37?
[1 mark]

1o (mh - Fhe f)_'_g(”ﬁf.?. LJWM H‘{ el {ﬁ&

“”“'ﬂﬁ!ﬂf_ ﬁ‘nt;\ f:«_&“ ﬂum\”f \N \L\ pre Set \‘5} .
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Commentary

This response received 0 marks. The student correctly explained that the algorithm would
find out the difference between each number in the list and the entered number but did not
state that it would find the biggest of these differences, which was required for the mark to
be awarded.
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Question number 8

Question number 8 tested the skills of developing a web page using HTML and CSS (AO2)

and also knowledge of HTMLS (AO1).

Question number part 8.1

Figure 5 shows a web page displayed in a web browser window.

The web page has been written in HTML only. No CSS has been used.

Figure 5

Leap years

8:=0

A leap year has 29 days in...
...February

Recent leap years:
« 2020
« 2016
« 2012

. The HTML code used to produce the web page is shown below. Some code has

been missed out

Fill in the gaps to complete the HTML code.

<html>
<head>
<title>Leap years<
</head>
<body>

<p>A leap year has 29 days in...<

... February</p>
<p>Recent leap years:</p>
< >
<1i»2020</11i>
<1i>2016</1i>
<1i>2012</1i>
< >
</body>
</html>
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Mark scheme

<html>
<head>
<title>Leap years</title>
</head>
<body>
<p>A leap year has 29 days
in...<br /> ...February</p>
<p>Recent leap vyears:</p>
<ul>
_:li>2020</li>
<li>20le</1li>
<li>2012</1i>
</ul>
</body>
</html>

Question | Part | Marking guidance Total
marks
08 1 1 mark: /title in the correct place 3
1 mark: br / inthe correct place A. br A.br/
1 mark: ul and /ul in the correct places AO2=3
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Response A

|I] The HTML code used to produce the web page is shown below. Some code has
been missed out.

Fill in the gaps to complete the HTML code.
[3 marks]
<html> .
<head> '
<title>Leap years< H‘I’tl?- >
</head>
<body>
<p>A leap year has 29 days in...< fb? >
.+« February</p>
<p>Recent leap years:</p>
< j(OL >
<1i>2020</1i>
<1i>2016</1i>
<1i>»2012</1i>
< >

</body>
</html>

Commentary

This response received 1 mark for </title>. The student made a common mistake of
confusing the tag for a bulleted list <ul> with that for a numbered list <o1>. The tag for a

line break is almost correct. Either <br> or <br /> would be accepted but </br>is
incorrect.
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Response

|
|

B

been missed out.

Fill in the gaps to complete the HTML code.

<html>
<head>
<title>Leap years< zlﬁ ]& >
</head>
<body>
<p>A leap year has 29 days in...<_ ¢ bfﬁ >
. . February</p>
<p>Recent leap years:</p>
< HI >
<1i>2020</1i>
<1i>2016</1li>
<1li>2012</1i>
< !Hi >
</body>
</html>

Commentary

EI The HTML code used to produce the web page is shown below. Some code has

[3 marks]

This was a very good response which received 3 marks. The type of list was correctly
identified, and the line break was achieved using an appropriate tag — this could have been
achieved in more than one way.
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Question number part 8.2

@ The web page is to be changed so that 29 appears in bold blue text on a yellow
background. This will be achieved by using a CSS style rule.

The HTML code for the line in the web page that includes 29 has been changed but
some code has been missed out.

Fill in the gaps to complete the CSS code.

[2 marks]
<p>A leap year has <span style = "background-color:
vellow; : blue; : bold
">29</span> days in...

Mark scheme
Question | Part | Marking guidance Total
marks
08 2 1 mark: color R.colour 2
1 mark: font-weight
AO2=2
<p>A leap year has <span style =
"background-color: yellow; color: blue;
font-weight: bold">29</span> days in...

Response A

@E@ The web page is to be changed so that 29 appears in bold blue text on a yellow
background. This will be achieved by using a CSS style rule.

The HTML code for the line in the web page that includes 29 has been changed but

some code has been missed out.
Fill in the gaps to complete the CSS code.

[2 marks]
<p>A leap year has <span style = "background-color:
yellow; Delwy colov : blue; ;&%om
">29</span> days in... 7&.\:‘:*5&‘&
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Commentary

This response received 1 mark for color. Whilst font-style can be used for
italic/oblique text, it cannot be used to make text bold.

Response B

@E@ The web page is to be changed so that 23 appears in bold blue text on a yellow
background. This will be achieved by using a CSS style rule.

The HTML code for the line in the web page that includes 29 has been changed but !
some code has been missed out.

Fill in the gaps to complete the CSS code.
[2 marks]

<p>ﬁ leap year has <span style = "background-color:
 yellow; fonf "ff/ﬂff : blue; fonf - flﬂlﬂ : bold
) ' N

">29</span> days in...

Commentary

This response received 0 marks. It illustrates two of the most common mistakes that
students made. The first was to spell colour using the English spelling instead of the
American spelling. We do not normally penalise spelling mistakes in responses, but as this is
program code it is important that the word color is spelt in the way required by the
language. It is also common for students to incorrectly add a word such as font or text

before the word color when setting the font colour.
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Question number 9

Question number 9 tested various aspects of understanding of the CPU (AO1) and also
applying skills to logic circuits (AO2).

Question number part 9.1

The control unit, Arithmetic Logic Unit (ALU) and buses are components of a
computer.

EI Explain the role of the control unit.

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
09 1 Manage the execution of instructions // manage the 1
fetch-execute cycle; NE. execute instructions
Decode instructions; AO1=1
Control what other components should do when
executing an instruction;
Max 1
Response A
' The control unit, Arithmetic Logic Unit (ALU) and buses are components of a
computer.
E' Explain the role of the control unit.
| [1 mark]

n il each — ngorents
tginly o pd——opma~
deiode theinsruatinky,

ok
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Commentary

This was a clear response which receive 1 mark. The student has correctly identified that
the CPU is responsible for decoding instructions.

Response B

The control unit, Arithmetic Logic Unit (ALU) and buses are components of a
| computer.

| II' Explain the role of the control unit.

Commentary

This response received 0 marks. The language used was not precise enough for a mark to
be awarded.
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Question number part 9.2

IZ| Explain the role of a bus.

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
09 2 Transfer data/signals/bit patterns (from one component 1
to another);
A. transfer addresses AO1=1
A. specific components named in response
Response A
!z] Explain the role of a bus.
[1 mark]

The wiver b ot compzod  compeit

Commentary

This response received 0 marks. Whilst the student has correctly recognised that a bus
could be wires used to connect the components of a computer, they have not really
addressed the question about what the role of a bus is. Good responses identified that the
bus would be used to transfer data between the components.
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Response B

mtﬂ Explain the role of a bus.
[1 mark]

wam
coects  with e " wemony M“‘“"é"} o sendldromsdt
ke e domn. LIE L.

Commentary

This response was enough for 1 mark. The student has referred to a specific use of a bus
(between main memory and secondary storage) but has captured the general role of
transferring data in their response, so received a mark.
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Question number part 9.3

The ALU contains logic circuits that are used to complete logical and arithmetic
operations. A logic circuit is shown in Figure 6.

Figure 6

Ce

. Complete the Boolean expression below so that it is equivalent to the logic circuit in
Figure 6:
[3 marks]

Q=A.B
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Mark scheme

Question | Part | Marking guidance Total
marks
09 3 1 mark: NOT bar above B 3
1 mark: NOT bar above NOT A AND NOT B AO2=3
A. NOT above A, AND gate and right hand side of AND
gate
1 mark: + C
A. if underneath a NOT bar that extends too far
Ignore the inclusion of brackets that would not affect the
order of evaluation.
Q=A.B+C
Max 2 marks if any errors
Response A
|
El Complete the Boolean expression below so that it is equivalent to the logic circuit in
Figure 6:
— [3 marks]
Commentary

This response received 2 marks. The response is just missing a NOT bar over the B, which

prevented the award of all three marks.

Response B

Figure 6:
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Commentary

This response received all 3 marks. The student has added some unnecessary brackets to
their response, but as these do not affect the order of evaluation this does not affect the
mark awarded.
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Question number part 9.4

lzl Complete the Output column of the truth table below for the logic circuit shown in
Figure 6. Four rows have been completed for you.

[2 marks]

Inputs Output
A B Q
0 0
0 0
0 1 1
0 1 1
1 0 1
1 0 1
1 1
1 1

Mark scheme
Question | Part | Marking guidance Total
marks
09 4 1 mark: two rows correct 2
2 marks: all four rows correct
AQ2=2

Inputs Output
A B Q
0 0 0
0 0 1
0 1 1
0 1 1
1 0 1
1 0 1
1 1 1
1 1 1
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Response A

Inputs Output
A B Q
0 0 0 0
] 0 1 !
. 0 1 0 1
| 0 1 1 1
! 1 0 0 1
1 0 1 1
1 1 0 [
1 1 1 ‘,

Commentary

This response is fully correct so received 2 marks.

Response B

- [4] Complete the Output column of the truth table below for the logic circuit shown in

Figure 6. Four rows have been completed for you.

Inputs Output

' A B Q

0 0 0 0

0 0 1 [

0 1 0 1

0 1 1 1
E 1 0 ] 1

1 0 1 1

1 1 0 |

1 1 1 0
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Commentary

This response received 1 mark as the student wrote the correct values on three of the four
rows.
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Question number part 9.5

Part of the logic circuit from Figure 6, and the equivalent truth table, are shown again

in Figure 7.
Figure 7
A—>Of
WOutput
B_><F

Inputs
Qutput
A B
0 0 0
0 1 1
1 0 1
1 1 1

E Which one logic gate could have been used instead of the entire logic circuit shown in

Figure 77
[1 mark]
Mark scheme

Question | Part | Marking guidance Total
marks

09 5 OR,; 1

A. correct drawing of an OR gate

AO1=1
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Response A

EIE[EI Which one logic gate could have been used instead of the entire logic circuit shown in
Figure 77

of

[1 mark]

Commentary

This response is correct so received 1 mark.

Response B

@ Which one logic gate could have been used instead of the entire logic circuit shown in
Figure 77

[1 mark]

A (OR)RB = Oubpuf
S

Commentary

This student wrote a Boolean expression instead of just giving the name of the gate.
However, it is clear that they know that the gate is an OR gate so 1 mark was awarded.
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Question number part 9.6

A logic circuit in the ALU may be replaced with another circuit that produces exactly
the same outputs but uses fewer logic gates. Doing this will improve the performance
of the CPU as any instructions that use that circuit will execute faster.

Two other ways of improving CPU performance are to increase the number of cores
and to increase the size of the cache memory.

IE Explain why increasing the number of cores can improve the performance of the CPU.

[2 marks]
Mark scheme
Question | Part | Marking guidance Total
marks
09 6 A core/processor can execute one instruction atatime / | 2
each core can process instructions independently;
A. each core can work independently AO1=2

Multiple cores means multiple instructions can be
executed at the same time;
NE. the computer can multi-task

A. tasks/processes/programs for instructions

Response A

E’ Explain why increasing the number of cores can improve the performance of the CPU. ‘
[2 marks]

| faust ik _Jfr_,_aj_mé_aéqm[}._'
| Iearivg _ the  wambr g wrei  means  tlat

WA A
Tt will  fp e effinenf . pele -
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Commentary
This was a good response, which received 2 marks. The student has recognised that the

cores operate independently, and that as a result more instructions can be executed in
parallel.

Response B

. Explain why increasing the number of cores can improve the performance of the CPU.
[2 marks]

Commentary

This response received 1 mark. The student has recognised that the cores operate
independently but has not developed this point further to explain that instructions can be
executed simultaneously. The level of understanding show is not as good as for the student
who wrote response A.

oxfordaga.com

Copyright © 2024 Oxford International AQA Examinations and its licensors. All rights reserved. 64



INTERNATIONAL GCSE COMPUTER SCIENCE (9210)
EXAMPLE RESPONSES (9210/2)

Question number part 9.7

. Explain why increasing the size of the cache memory can improve the performance of

the CPU.
[2 marks]
Mark scheme
Question | Part | Marking guidance Total
marks
09 7 Cache memory is faster (to access) than main 2
memory/RAM,;
AO1=2
Larger cache memory means main memory/RAM needs
to be accessed less frequently // there is a higher
probability that data required will be in the cache;

Response A

E Explain why increasing the size of the cache memory can improve the performance of

the CPU.
[2 marks]

mffw r} il z{ro—l"y' Yin th P L oo Lownsilc
o U Wi G Alesh ko b b seardlit Thaof tonry
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Commentary

This was a very good response which received 2 marks. The student has provided a clear
explanation, recognising both that cache memory can be accessed faster than main memory
and that increasing the amount of cache memory would increase the likelihood that a
particular item of data would be found in the cache. Many responses to this question
recognised that cache memory could be accessed faster than main memory but did not
develop this point further to achieve a second mark.

Response B

. m Explain why increasing the size of the cache memory can improve the performance of
the CPU.
[2 marks]

_ 10 bager e sne of e cache memony, Ye €aster tina compiler
e Auess o dodo. stored w it

Commentary

This response received 0 marks. The student has used the word faster, but their explanation
that cache memory can be accessed more quickly if there is more of it is not correct. An
explanation that cache memory could be accessed more quickly than main memory would,
by itself, have been worth 1 mark.
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Question number 10

Question number 10 was an AO1 question that tested knowledge of what a computer
network is and understanding of the risks and benefits of computer networks.

Question number part 10.1

m Explain what a computer network is.

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
10 1 (Two or more) computers/devices 1
connected/wired/linked so that they can
communicate/pass data between them; AO1=1
Response A
[Il Explain what a computer network is.
~Humch—G0 [1 mark]

et
_Mmm_&ﬁmm_mww S
:h%&&xm_m;u.eijhem Commianicetion .

Commentary

This response achieved 1 mark. The student has recognised that the computers would be
connected together and that this was in order to facilitate communication. Both of these
points were needed for a mark to be awarded.
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Response B

|I| Explain what a computer network is.
[1 mark]
Mud Fple  com purer  gened lgeher

C.ther wyBl Lf-'refe/.uf:. oy WMy ey,

Commentary

This response fell short of the threshold required for the mark to be awarded so received 0
marks. The student has recognised that computers would be connected together but has
not explained that this would be to enable them to communicate.
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Question number part 10.2

@ Describe the benefits and risks of computer networks.

[4 marks]
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Mark scheme

examples eqg printer, Internet connection

Files/documents (stored on a server) (R. the network)
can be accessed from any computer/iworkstation;
NE. data can be shared between devices

Files/documents can be shared (by multiple users) //
collaborative working is facilitated // access to shared
data files/databases;

Email/alternative services can be used for
communication; NE. easier communication

Centralised management of security / common login
system can apply to entire network;

Easier to backup files stored centrally / on;
Centralised installation of software updates;

Risks (Max 3)

Failure of a network cable/network device/switch/the
network/a server may mean files/resources cannot be
accessed; NE. whole network will go down

Performance may be slowed by accessing data over the
network; A. examples eq files may load more slowly

Virus/malware/worm may be spread across the network /
spread faster;

A. other security threats eg phishing

NE. virus might attack the computer

Hackers might use the network to hack a computer from
another location // transmissions could be intercepted,;
A. hacking can occur

Max 4

Question | Part | Marking guidance Total
marks
10 2 Benefits (Max 3) 4
Expensive/hardware resources can be shared; A. AO1=4
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Response A

@ Describe the benefits and risks of computer networks. _
[4 marks]

Commentary

This response received 0 marks. The most significant problem with the response is that the
question asked students to describe benefits and risks and the statements given are not
descriptions. The brevity of the points also resulted in some being incorrect. For example,
whilst it is true that there are increased security risks associated with connecting a computer
to a network, this does not mean that a network is “not safe”.
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Response B

1]0 |@ Describe the benefits and risks of computer networks.
[4 marks]

Oﬂ::_, b(’ﬂ@()’ .L‘: H’\Q?" A he}mr“k
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:‘;—Hc;u,‘; L\E,M&"‘L—WGF‘Z{,V\O H@MLVEP = (ﬂfék
VS Jhd rqu)wqf‘c dcah Gpr“eqd i
ch}ér £ C{” {'@mpu}ﬁ’f‘ QE{E}Q_ 1S
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J‘r(;,msw’\isﬁmn 513&91‘3_,_

Commentary

This was an excellent response which received 4 marks. A range of points are made and
are well described. For example, the student has recognised that the network would allow
viruses to spread more quickly — they haven’t simply stated that viruses are a risk of being
connected to a network.
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Response C

@ Describe the benefits and risks of computer networks.

Compube  Netnoies  allony % &be  oF

\olormenon  erdnaenge  Pebpeen  buo e

Jevkes -

- il (-,m?..xw e wole e a\lcw Aey s '\\_,_' Cﬂ'\f\({(’,’f‘

’ﬂg&-@\'hﬁr %___ “ ke — =
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Commentary

This response received 1 mark. Whilst a range of points were made, they were often not
well developed enough to be markworthy as a description. For example, stating that
“networks allow devices to connect together eg a printer” did not sufficiently convey the fact
that a printer could be shared by many computers to receive a mark. The second paragraph
about increased security risks was better developed and was markworthy.
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Question number 11

Question number 11 tested AO1 knowledge of what a protocol is together with knowledge of
common protocols.

Question number part 11.1

Iil Explain what a protocol is.

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
11 1 A set of rules (to determine how devices communicate); | 1
NE. set of instructions
AOD1=1
Response A
I 11 E Explain what a protocol is.
[1 mark]

A sk ot fules wibn & onputer Syshema

Commentary

This response received 1 mark. As the question was only worth one mark, it was not
necessary to state that the rules were to control communication between computers.
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Response B

. [1]1].[1] Explain what a protocol is.

Commentary

This response received 0 marks. The response was did not make clear that protocols were
rules.
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Question number part 11.2

@ State what each of these protocols would be used for.

[2 marks]
SMTP
HTTPS
Mark scheme
Question | Part | Marking guidance Total
marks
11 2 SMTP: Transmit email (to/between email servers) // 2
send (and receive) email;
R. receive email AD1=2

HTTPS: To make secure web transactions (A.
examples) // to access web pages securely // to access
web pages over an encrypted connection;

NE. it is safer/more secure than HTTP
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Response A

EIJE] State what each of these protocols would be used for.
[2 marks] |

swe s o send emk ifmetion g fom ol oma,

HTTes  Jt5 o poe ste wabde  pehot . -

Commentary
This response received 1 mark. The student has correctly identified that SMTP is for

sending email. For HTTPS, it was not enough to state that HTTPS made a website safer.
The purpose of the protocol is to access webpage securely.

Response B
1]1 [|:2] State what each of these protocols would be used for.
[2 marks]
Chotbe.

SMTP SQHC/( -hb rhejj.;jm ls e
Q(F,E,_'_(_(_? . C'-__rhéjs.rrﬁp Co AA Ai?e v Eérme.l

HTTPS Se_c e LT mun M ‘3%'!"__-"3“"7-1_ [#8
M@, v g b-no( rL'LvQ SerGr, (’jﬁc/{ l"’hf}’*")

_;ﬁ*_;,_i 5 g tnlite.

Commentary

This response received 2 marks. The description of HTTP would have been clearer if the
student had stated that HTTPS made accessing a web server more secure, but the mark
was awarded as the example of paying online helped to convey the idea that HTTPS was

used for secure transactions.
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Question number 12

Question number 12 was an AO1 question which tested knowledge and understanding of
various aspects of TCP/IP.

Question number part 12.1

IIlZ' Figure 8 is an incomplete diagram of the TCP/IP model. The name of one of the
layers has been replaced by the letter A.

Figure 8

Application

|

Transport

Network

A

[1]2][1] state the name of the TCP/IP layer that is labelled A in Figure 8.

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
12 1 Link; 1
A. Network Interface, Data Link
AO1=1
Response A
[112].[1] State the name of the TCP/IP layer that is labelled A in Figure 8.

[1 mark] |

1}
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Commentary
The response received 0 marks. IP is not the correct name of the layer.

Response B

|I| State the name of the TCP/IP layer that is labelled A in Figure 8.

i link

[1 mark]

Commentary

This response received 1 mark. The name given is correct.
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Question number part 12.2

E@@ Describe the main function of the network layer.

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
12 2 Route packets across the network // select path that 1
packets are sent across network on // address and
package data for transmission; AO1=1
A. adds (source/destination) IP addresses
NE. sends data across the network

Response A

EI@ Describe the main function of the network layer.
f\ﬁf}iﬁﬂ{-’ [1 mark]

To HoBm. Send e Ao datn ' fon ore
Corpufis fo olrer.

Commentary

The response received 0 marks. Sending data packages was not enough for a mark to be
awarded for routing packets. It could be argued that all of the layers are involved in sending
packets. To receive a mark for routing, a response needed to either use the word routing or
describe what routing means.
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Response B
- . - SETUAET Twmw eT v bt LU L= & J

N g -
E@@ Describe the main function of the network layer.
[1 mark]

Fo e eadch Packet G

/-Eé) Oy{r@:j L 1/6} ] ”1\{ 2 Pew,’_-
en A (hd Fle l;'% r e ke Fo

JLYL,-./-@r u/ffm')_

Commentary

This was an excellent response which received 1 mark. The student has referred to routing
and adding IP addresses to packets, either of which would have been markworthy on its

own.
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Question number part 12.3

E@. The TCP and UDP protocols both operate at the transport layer.

Explain one difference between these two protocols and give an example of an
application for which UDP might be chosen instead of TCP.
[2 marks]
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Mark scheme

Question | Part | Marking guidance Total
marks
12 3 Difference (1 mark) 2
Award 1 mark for the statement of either side of a AO1=2
difference from the table.
TCP UDP
TCP is connection- UDP is connectionless
oriented
TCP provides a reliable UDP does not guarantee
connection that packets will arrive (in
order) // best effort
protocol
TCP performs error UDP does not perform
recovery // packets error recovery // packets
received with errors are with errors are just
retransmitted discarded
TCP server maintains UDP is stateless
state
TCP has slower UDP has faster (effective)
(effective) transmission transmission speeds (as
speeds (because of error | errors not corrected)
correction overhead)
Example Application (1 mark)
Streaming // gaming // (most) DNS requests/responses;
A. any other example for which either speed is vital or
reliability is relatively unimportant
R. if more than one example given and any of the
examples would not use UDP
Response A

-

[1T2].[3] The TCP and UDP protocols both operate at the transport layer.

Explain one difference between these two protocols and give an example of an
application for which UDP might be chosen instead of TCP,
[2 marks]

TP agl_upp » a1 o _the. ~fyousport_[oyer.
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Commentary

This response received 1 mark. The student has correctly identified that UDP transmits data
faster than TCP but has not addressed the second part of the question by giving an example
use of UDP.

Response B

@E The TCP and UDP protocols both operate at the transport layer.

Explain one difference between these two protocols and give an example of an
application for which UDP might be chosen instead of TCP.,
[2 marks]

. UOp e o Choser e sreggge vides fasing and wiey
Conbrriacinag K j 3
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Commentary

This is an excellent response which received 2 marks. The student has explained the
difference well and has given two example applications.
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Question number 13

Question number 13 assessed AO1 understanding of cyber security.

Question number part 13.1

m David is an administrator at a bank.

One social engineering method that a criminal might use to obtain David's login
details is shouldering.

Name and describe one other social engineering method that a criminal could use to
obtain David’s login, so that they can access the bank’s computer systems.
[3 marks]
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Mark scheme

R. phishing, pharming spelt incorrectly (eg as fishing) for
this mark point but if this mistake is made, marks can be
awarded for the description.

Award up to 2 marks for a description of the named
method (do not award marks for descriptions of other
methods or for descriptions if no method was named):

« Description of blagging/pretexting: Create scenario
to trick him into revealing these details; for example,
by telephoning him and telling him his account has
been locked and needs unlocking; A. other reascnable
examples

+ Description of phishing: Send email/SMS with link
for him to follow to login // send email/SMS with a
request to contact the sender; which goes to a fake
login page // so that the criminal can collect his
login/personal details (that might help obtain the login);
A. “message” for “SMS”

¢ Description of pharming: Redirect his login to
another server / website; which can collect his login
details;

Award Max 2 marks if not answered in context.

Max 3

Question | Part | Marking guidance Total
marks
13 1 Award 1 mark for the naming of a correct method: 3
Blagging/Pretexting // Phishing // Pharming; AO1=3
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Response A

]IEHI] David is an administrator at a bank.

One social engineering method that a criminal might use to obtain David's login
details is shouldering.

Name and describe one other social engineering method that a criminal could use to
obtain David's login, so that they can access the bank's computer systems.
[3 marks]
ﬁ 'P‘n&ﬂﬂq Con be vted. oY & en e o
2 NMPH&[
tmed (4 Sk Yoo Dmd~ Wit condects  Yhot fon inflipenc™
hiteda e disdege s louus ooy dukalls. Tuhn a3 & fodee
LANAD
e\ B Donidl's \'BW-"‘—V’W"- e he W b osad by

\agi s Ctherticls v e (eflcadag ctetndh moghs-

Commentary
This was a good response that was awarded 3 marks. The student has named a valid

method and has described it well, explaining that phishing could be in the form of an email
trying to trick David into disclosing his login credentials.

Response B

' [113].[1] David is an administrator at a bank.

One social engineering method that a criminal might use to obtain David's login
details is shouldering.

Name and describe one other social engineering method that a criminal could use to
obtain David's login, so that they can access the bank's computer systems.
[3 marks]

Commentary

This response received 0 marks. “Fake website” is not the name of a social engineering
method and the description is too vague to be markworthy.
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Question number part 13.2

@ The bank uses penetration testing to help ensure that their systems are secure.

Explain what penetration testing is.

[2 marks]
Mark scheme
Question | Part | Marking guidance Total
marks
13 2 Attempting to gain access to resources/a network/a 2
system;
AO1=2

with the authority of the owners;

without / with limited knowledge of usernames /
passwords / login details / other normal means of
access;

in order to identify security weaknesses / flaws;
NE. to ensure systems are secure

Max 1 if neither the third or fourth mark points are made.

Max 2
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Response A

EEHEI The bank uses penetration testing to help ensure that their systems are secure.

Explain what penetration testing is. |
[2 marks] |

 Hr e whie hakes  ad il
tew WM w e the jip
well w0 wk de inprmation |

Vot thts  metnd o deck e pwnty
b the sy

Commentary

This response received 1 mark. The student correctly identified that a party would attempt to
gain access to a system with the authority of the owners (this was implied by “hire”). The
point in the second paragraph was not enough for the mark about identifying security
loopholes, as it only stated that penetration testing would check the security of the system,
which was given in the question. It did not explain that specific loopholes would be identified.

Response B

mz@ The bank uses penetration testing to help ensure that their systems are secure.

Explain what penetration testing is.

[2 marks]
Pemeioation fobie iv a welhed fo EVd a way to auess Hedala.
Were are \ wa . Black Lox ;@% is Wb

I Vaber dovth vaw Bne Sewidy ale 09 by b Loide Gone Yo get Hragd
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com ages e doha, Bis was Mok e gustem s 1eh  seanre,

Commentary

This response received 2 marks. The student identified that penetration testing was finding
a way to access data and the point “doesn’t know the security code” was enough to award a
mark for the hacker not having any login credentials.
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Question number 14

Question number 14 tested AO1 knowledge of what compression is and AO2 skills building
a Huffman tree.

Question number part 14.1
. What is the purpose of data compression?

[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
14 1 To reduce file size; 1
To reduce the time it will take to transmit data;
To reduce the number of bits used to represent data; AO1=1
To increase the amount of data / number of files that
can be stored in a certain amount of memory / on a
device; A. examples of devices
Max 1
Response A
| E] What is the purpose of data compression?
' [1 mark]

Commentary

This response received 1 mark. The first sentence “The less storage of a file” was not very
clear, but the mark was awarded when this was clarified by the second sentence about
being able to store more files. A good response would have stated that compression reduces
the amount of storage space that a file requires.
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Response B

| m What is the purpose of data compression?

AU Feis—ombie—the—strmop—gie—o}-

[1 mark]

‘ RS redue e omaink ol shage s 10 one gleiice .

Commentary

This response received 0 marks. Whilst it does refer to storage space, the assertion that
compression would reduce the amount of storage space in a device is incorrect. It would
reduce the amount of storage space that a file required.
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Question number part 14.2

IZl To create a Huffman coding a Huffman tree is often used.

Complete the Huffman tree in Figure 9 assuming that it was created using the string
AGATTACA

You will need to add a seventh node to the diagram and put the characters 2, Tand C
in the correct places.

[3 marks]

Figure 9
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Mark scheme

Do not award the mark for a letter if it has been
added in more than one place.

Ignore values (other than A, T, C) written in the
nodes that should be empty.

Max 2 marks if any errors

Question | Part | Marking guidance Total
marks
14 2 1 mark: & added in correct place in diagram 3
1 mark: T added in correct place in diagram
1 mark: C added in correct place in diagram AO2=3
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Response A

! ]_| 4 HEI To create a Huffman coding a Huffman tree is often used. ,

Complete the Huffman tree in Figure 9 assuming that it was created using the string
AGATTACA

You will need to add a seventh node to the diagram and put the characters A, T and C

in the correct places.
[3 marks]

|C7T | Figure 9

Commentary

This response received 2 marks. Characters A and T were correctly placed, but C was not.

The values 7 and 3 were ignored when marking as these represented the student’s working.
Node C was incorrectly placed. The question contained the information that a seventh node
needed to be added (for the character C), which this student has not done.
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Response B

' [1T4].[2] To create a Huffman coding a Huffman tree is often used.

Complete the Huffman tree in Figure 9 assuming that it was created using the string
AGATTACA

You will need to add a seventh node to the diagram and put the characters A, T and C
in the correct places.

[3 marks]

Figure 9

(@
' ) D w  °

Commentary

This response received 0 marks. The student has correctly placed one letter A but a mark
was not awarded for this as the student has placed A another five times, so clearly does not
understand how a Huffman tree works.
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Question number part 14.3

El How many bits will be used to represent the character G with this Huffman coding?

[1 mark]
Mark scheme
Question | Part | MarKking guidance Total
marks
14 3 3; 1
AO2=1
Response A

‘ [1]4].[3] How many bits will be used to represent the character G with this Huffman coding?
|

[1 mark]
| 4

Commentary

This response received 0 marks. The correct answer is 3.

Response B

EEE How many bits will be used to represent the character G with this Huffman coding?
[1 mark]

Commentary

This response received 1 mark. The working that the student did was ignored when the
response was marked.
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Question number 15

This was an AO2 skills-based question about relational databases and SQL.
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Question number part 15.1

H A relational database is being developed to store information about the books that are
available to borrow in a school library and the students who can borrow the books.

The database contains two tables: Student and Book.

The database is currently being tested by the person who has developed it, so the
tables only contain a small amount of data.

The contents of the tables are shown in Figure 10.
When a book is loaned out to a student, the StudentID of the person who has

borrowed the book is recorded in the Book table. If a book is not on loan then it is in
the library and a StudentID of —1 is recorded in the Book table to indicate this.

Figure 10
Student
StudentID Forename Surname YearGroup
12 Bethany Lerman 4
93 Mahat Jalal 5
104 Henry McCay 5
27 Harpreet Singh 4
201 Maria Sklair 5)
Book
BookID Title Category | StudentlD | DateDueBack | Cost
1 Mr Fish Fiction 93 01/08/2020 | 4.49
2 Space Explorer | Fiction -1 11.99
Solar System Science 201 08/07/2020 8.99
4 Big Cats Nature 27 05/06/2020 | 10.00
S A Lovely Life Biography -1 12.00

IIE. State the name of a suitable data type that could be used for the Cost field in the
Book table.
[1 mark]
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Mark scheme

Question | Part | Marking guidance Total
marks
15 1 Smallmoney // Money // Currency // Float // Real // 1

Decimal // Double;
AO2=1
A. Minor errors in spelling

A. Other data types that could store a non-integer
numeric value

NE. Number
Response A
|1 | 5 IIl State the name of a suitable data type that could be used for the Cost field in the
Book table.
[1 mark]
Commentary

This response received 1 mark. The student has correctly identified that the data being
stored is numerical and has a decimal part, so real is an appropriate data type.

Response B
EE. E State the name of a suitable data type that could be used for the Cost field in the
Book table. ™ Tt
[1 mark] |
|
floot. _ . |
Commentary

This response received 1 mark. Whilst float is not listed as a data type in the specification, it
is a common data type for decimal numbers in programming languages so is markworthy.
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Question number part 15.2

IIE@ State the name of the field that has been used as the primary key in the Student

table.
[1 mark]
Mark scheme
Question | Part | Marking guidance Total
marks
15 2 StudentID; 1
A. Minor errors in spelling and case and space between
Student and ID AO2=1
Response A
| 1 1]s ||z| State the name of the field that has been used as the primary key in the Student
table.
[1 mark]
| Stuslent: 1D
Commentary

This response received 1 mark. The student correctly identified the primary key.

Response B
[1 ]_5 @ State the name of the field that has been used as the primary key in the Student
table.
k [ D [1 mark]
Commentary

This response received 0 marks. BooklID is not part of the Student table so it seems likely
that the student misread the question and gave the primary key of the Book table instead.
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Question number part 15.3

IIE. The developer has written this SQL query:

SELECT Surname, BookID, Cost
FROM Student, Book
WHERE YearGroup = 5
AND Student.StudentID = Book.S3tudentID

List the records that would be displayed when this query is carried out on the data
shown in the tables in Figure 10.
[3 marks]
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Mark scheme

1 mark: For each record listed: the fields listed are the
correct ones (Surnams, BookID, Cost), with the
correct values and no other fields are displayed. Award
this mark whether or not the records are the correct
ones, so long as they have been correctly linked using
the primary and foreign keys.

1 mark: Record for Jalal included in results.
1 mark: Record for Sklair included in results

Award the two marks for having the correct records
(Jalal, Sklair) regardless of which fields are shown for the
records.

Max 1 of the two marks for having the correct records
(Jalal, Sklair) if any other records also included.

Max 2 if:

s any incorrect data included in resulis table

s results table is incomplete

» fields are included in the results table in a different
order (eq BookID before Surname)

A. Minor spelling and case errors in Surname field.

A. Use of different symbol to decimal point in Co=st field.
A. Both records written on same row, so long as one is
written after the other and the fields are listed in the
same order for each record.

I. Whether fieldnames are or are not included at top of
results.

Question | Part | Marking guidance Total
marks
15 3 3
Surname | BooklD | Cost
Jalal 1 4.49 AD2=3
Sklair 3 8.99
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Response A

E@E The developer has written this SQL query:

SELECT Surname, BookID, Cost
FROM Student, Book
WHERE YearGroup = 5
AND Student.StudentID = Book.StudentlD

List the records that would be displayed when this query is carried out on the data
shown in the tables in Figure 10.

M@L L 4. 41 )

Commentary

[3 marks]

This response received 2 marks. The student has correctly listed the fields for one correct
record but has missed the fact that the record for Sklair should also be listed.

Response B

‘ [118].[3] The developer has written this SQL query:

SELECT Surname, BookID, Cost
FROM Student, Bcok
WHERE YearGroup = 5
AND Student.StudentID = Bock.StudentID

List the records that would be displayed when this query is carried out on the data
shown in the tables in Figure 10.

[3 marks]

:ﬁf.(a{ 2> 4y |

/
ki

Commentary

This response received 1 mark. The student has correctly identified that the record for Jalal
should be listed but the values of the fields are not all correct and the record for Sklair has
not been listed.
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