oxFORDIXSN  Handling secure
electronic materials

INTERNATIONAL QUALIFICATIONS

The following information must be followed to maintain the integrity and confidentiality
of Oxford AQA assessment materials when downloading from Centre Services

-

- Email accounts used for

secure electronic materials
must belong to a named
individual (not a shared
inbox such as exams@).

Head of Centre The Head of Centre must

‘ Check there -

' . are no conflicts
of interest

Before each exam series, the

Yesd] 60 Car e mret el all authorises 2-4 authorise the account holder.
Centre Services accounts used members of staff

to access secure materials: _ to beresponsible = |HE—_—

* check staff logins for handling secure Files must only be

* update account permissions electronic material -—-- accessed by named and

* remove accounts for authorised individuals
staff who have left or @

changed roles.

Each individual must
have their own account
and login details

Secure passwords
must bbeusedand  |----
changed regularly

i A suitable printer within
' the school must be
X The integrity and ' identified and in a secure

Secure files must be
security of the electronic location to maintain the accessed and printed

question paper must be |- security of the materials -- with only authorised
maintained at all times members of '.

staff present .Il.

~—— | Printing guidance

v— must be i ]
*— ! Delete used files
followed for ! . . .
x— . Secure material immediately and

optimum quality printed then delete from

the ‘Recycling Bin’

Only print what is required

Once printed, the
assessment materials
must be placed in a sealed
non-transparent envelope
and stored securely

Information on how to change or add a Centre Services administrator can be found on our website


https://www.oxfordaqa.com/wp-content/uploads/2025/10/oxfordaqa-exams-administration-downloading-question-papers.pdf
https://www.oxfordaqa.com/exams-admin/exams-officer-services/#changing-administrator



